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DETAILED ACTION 

1. This action is responsive to communication: filed on 15 June 2006, with 
acknowledgement of original filing date of 30 March 2000 with a foreign priority date of 
30 March 1999. 

2. Claims 34-120 are currently pending in this application. Claims 34, 35, 43, 44, 52, 53, 
61, 62, and 1 18 are independent claims. Claims 1-33 have been canceled. Claims 34, 35, 43, 44, 
52, 53, 61, 62, and 118, were amended. 

3. The objection to the title of the invention is removed due to amendment. 

Response to Arguments 

4. Applicant's arguments with respect to claims 34-120 have been considered but are moot 
due to new grounds of rejection, necessitated by amendment to the independent claims. 

Claim Rejections ~ 35 USC § 103 

5. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived 
by the manner in which the invention was made. 

6. Claims 34-37, 42-46, 49, 50, 52-55, 58, 59, 61, 62, and 66-117, are rejected under 

35 U.S.C. 103(a) as being unpatentable over Hecht U.S. Patent No. 5,901,224 (hereinafter '224) 
in view of Mintzer et al. US Patent No. 5,875,249 (hereinafter '249). 
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As to independent claim 34, "An image processing system comprising: an image 
providing apparatus which defines a location information indicating a plurality of regions 
in an image data" is taught in '224 col. 3, line 65 through col. 4, line 12 (note the plurality of 
regions is interpreted to be equivalent to the glyphs); 

"for embedding a digital watermark in a predetermined region identified by a 
document information among the plurality of regions and provides said image data in 
which said digital watermark is embedded based on said location information" is shown in 
'224 col. 8, line 48 through col. 9, line 6; 

"and an image utilizing apparatus which extracts said digital watermark from said 
image data provided by said image providing apparatus based on said location 
information" is disclosed in '224 col. 5, lines 33-36 (note as taught in c 224 the system glyph 
codes and machine readable data are interpreted to be equivalent to digital watermarks see col, 8, 
lines 48-65); 

"and verifies whether a said image data in said desired region, in which said digital 
watermark is embedded, has been tampered" is taught in '224 col. 8, lines 60-65; 
the following is not taught in '224: 

"wherein said document information shows an identification of a document 
classification" however '249 teaches "The present invention relates to a system and a method to 
verify an image through an "invisible watermark" that is stamped onto an image for image 
content verification . . . The system consists of a stamping process that embeds digital 
information, called stamping information, into a source image based upon a defined mapping 
process to produce a stamped image" in '249 lines 27-38. Note the Examiner interprets the 
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'document classification' as briefly defined on the specification pages 55-56 reasonable 
equivalent to the invisible watermark that is stamped onto the image for content verification. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of '224 that explain how watermarks are inserted and extracted into an 
image to include a means verify the classification of the document. One of ordinary skill in the 
art would have been motivated to perform such a modification because as indicated by '249 a 
method is needed to protect images for copyright protection and unauthorized access from 
malicious attacks and security violations. As indicated by '249 (see col. 1, lines 34 et seq.) "In 
many of the above techniques, the information is "stamped" into the LSB of the pixel values in 
the image. This stamping technique is unlikely to cause visual artifacts in the image. If an 
image is altered, the LSB is most likely to be changed such that the verification will be able to 
determine the modification. However, such LSB manipulation is not secure against malicious 
attacks: it is relatively easy to create a system to change the content of an image without 
changing the LSB of every pixel value, in fact, the whole image can be replaced, but as long as 
the LSB of every pixel is maintained as the original source image, the verification process is not 
able to detect such alterations. Another drawback of many existing techniques is that they are 
not able to determine the regions of modification in the verification process. The verification 
process will only be able to determine if the image is modified or not, but not able to locate 
where the alterations have taken place. Such information may be valuable for better security 
measures". 

As to independent claim 35, "An image processing system comprising: an image 
providing apparatus which recognizes a format for indicating a plurality of regions in an- 
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image data and provides said image data" is taught in '224 col. 3, line 65 through col. 4, 
line 12 (note in addition to defining '224 recognizes embedded machine readable data by 
scanning and then examining the source document col. 4, lines 2-6); 

"in which a digital watermark is embedded in a predetermined region identified by 
a document information among the plurality of regions based on said format" is shown in 
'224 col. 8, line 48 through col. 9, line 6; 

"and an image utilizing apparatus which recognizes said format of said image data 
extracts said digital watermark from said regions based on said format" is disclosed in '224 
col. 5, lines 33-36; 

"and verifies whether a said image data in said desired region in said image data in 
which said digital watermark is embedded, has been tampered" is taught in '224 col. 8, lines 
60-65; 

the following is not taught in '224: 

"wherein said document information shows an identification of a document 
classification" however '249 teaches "The present invention relates to a system and a method to 
verify an image through an "invisible watermark" that is stamped onto an image for image 
content verification . . . The system consists of a stamping process that embeds digital 
information, called stamping information, into a source image based upon a defined mapping 
process to produce a stamped image" in '249 lines 27-38. Note the Examiner interprets the 
'document classification 5 as briefly defined on the specification pages 55-56 reasonable 
equivalent to the invisible watermark that is stamped onto the image for content verification. 
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It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of '224 that explain how watermarks are inserted and extracted into an 
image to include a means verify the classification of the document. One of ordinary skill in the 
art would have been motivated to perform such a modification because as indicated by '249 a 
method is needed to protect images for copyright protection and unauthorized access from 
malicious attacks and security violations. As indicated by '249 (see col. 1, lines 34 et seq.) "In 
many of the above techniques, the information is "stamped" into the LSB of the pixel values in 
the image. This stamping technique is unlikely to cause visual artifacts in the image. If an 
image is altered, the LSB is most likely to be changed such that the verification will be able to 
determine the modification. However, such LSB manipulation is not secure against malicious 
attacks: it is relatively easy to create a system to change the content of an image without 
changing the LSB of every pixel value, in fact, the whole image can be replaced, but as long as 
the LSB of every pixel is maintained as the original source image, the verification process is not 
able to detect such alterations. Another drawback of many existing techniques is that they are 
not able to determine the regions of modification in the verification process. The verification 
process will only be able to determine if the image is modified or not, but not able to locate 
where the alterations have taken place. Such information may be valuable for better security 
measures". 

As to dependent claim 36, "wherein said image providing apparatus provides said 
image data in which a different kind of said digital watermark is embedded in a different 
region in said image data" is shown in '224 col. 8, line 55 through col. 9, line 37. 
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As to dependent claim 37, "wherein said image providing apparatus provides said 
image data in which a different kind of said digital watermark is embedded according to an 
image quality in each region where said digital watermark is embedded" is disclosed in '224 
col. 6, lines 4-14. 

As to dependent claim 42, "wherein: said image providing apparatus" is taught in 
'224 col. 5, lines 21-32; 

"transfers said location information to said image utilizing apparatus" and "said 
image utilizing apparatus extracts said digital watermark from said image data based on 
said location information transferred from said image providing apparatus" is shown in 
'224 col. 5, lines 33-36; 

"said image providing apparatus embeds said digital watermark in said image data 
based on said location information to be transferred"; is disclosed in '224 col. 6, lines 26-42. 

As to independent claims 43 and 44, these claims are directed toward the apparatus of 
methods of 34 and 35; therefore they are rejected along similar rationale. 

As to dependent claims 45 and 46, these claims contain substantially similar subject 
matter as claims 36 and 37; therefore they are rejected along similar rationale. 

As to dependent claims 49 and 50, these claims contain substantially similar subject 
matter as claims 34 and 35; therefore they are rejected along similar rationale. 

As to independent claims 52 and 53, these claims are directed toward a recording 
medium storing programs for the methods of 34 and 35; therefore they are rejected along similar 
rationale. 
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As to dependent claims 54 and 55, these claims contain substantially similar subject 
matter as claims 36 and 37; therefore they are rejected along similar rationale. 

As to dependent claims 58 and 59, these claims are directed toward a recording medium 
storing programs for the methods of 34 and 35; therefore they are rejected along similar 
rationale. 

As to independent claims 61 and 62, these claims are substantially similar to the 
methods of 34 and 35; therefore they are rejected along similar rationale. 

As to dependent claim 66, "wherein a density of said digital watermark is adjusted 
to a quality of said image data" is taught in '224 col. 6, lines 4-48 (note the density adjustment 
claimed is interpreted to be equivalent to the instructions used with the controller to make the 
watermark visually identical to the source document when viewed by the human eye). 

As to dependent claim 67, "wherein a data amount of said digital watermark for a 
character is smaller that one for an other type of information in said image data" is shown 
in '224 col. 8, lines 55-65. 

As to dependent claims 68-93, these claims contain substantially similar subject matter 
as claims 66 and 67; therefore they are rejected along similar rationale. 

As to dependent claim 94, "wherein said regions include at least one of character 
information or image information" is taught in ' 127 col. 6, lines 4-48. 

As to dependent claim 95, "wherein a density of said digital watermark embedded in 
a region comprising character information is smaller that a density of said digital 
watermark embedded in a region comprising image information" is shown in '224 col. 8, 
lines 55-65. 
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As to dependent claims 96-109, these claims contain substantially similar subject 
matter as claims 94 and 95; therefore they are rejected along similar rationale. 

As to dependent claim 110, "wherein said image processing apparatus further 
comprises means for storing said document information" is disclosed in '224 col. 7, 
lines 30-37. 

As to dependent claims 111-117, these claims contain substantially similar subject 
matter as claim 110; therefore they are rejected along similar rationale. 

7. Claims 118-120, are rejected under 35 U.S.C. 103(a) as being unpatentable over '224 in 
view of '249 in further view of official notice. 

As to independent claim 118, "An image processing system comprising an image 
providing apparatus comprising: a document identifying unit configured to provide 
original image data in a plurality of regions, identify at least one predetermined region of 
the plurality of regions by a document information" is taught in 224 col. 3, line 65 through 
col. 4, line 12; 

"and a digital watermark embedding unit configured to for processed image data by 
embedding the digital watermark in the at least one predetermined region of the plurality 
of regions according to the document format information" is shown in '224 col. 8 line 48 
through col. 9, line 6; 

"and provide the processed image data; and an image utilizing apparatus 
comprising : a document identifying unit configured to identify the processed image data, 
and provide the document information identifying the at least one predetermined region of 
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the plurality of region where the digital watermark is embedded; is disclosed in c 224 col. 5, 
lines 33-36; 

"and a digital watermark extracting unit configured to extract the digital 
watermark embedded in the at least one predetermined region of the plurality of regions 
according to the document format information, and verify whether any of said processed 
image data in said predetermined region, in which said digital watermark is embedded, has 
been tampered" is taught in '224 col. 8, lines 60-65; 
the following is not taught in '224: 

"which shows an identification of a document classification" and "based on the 
document classification" however '249 teaches "The present invention relates to a system and a 
method to verify an image through an "invisible watermark" that is stamped onto an image for 
image content verification . . . The system consists of a stamping process that embeds digital 
information, called stamping information, into a source image based upon a defined mapping 
process to produce a stamped image" in '249 lines 27-38. Note the Examiner interprets the 
'document classification' as briefly defined on the specification pages 55-56 reasonable 
equivalent to the invisible watermark that is stamped onto the image for content verification. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of '224 that explain how watermarks are inserted and extracted into an 
image to include a means verify the classification of the document. One of ordinary skill in the 
art would have been motivated to perform such a modification because as indicated by '249 a 
method is needed to protect images for copyright protection and unauthorized access from 
malicious attacks and security violations. As indicated by '249 (see col. 1, lines 34 et seq.) "In 
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many of the above techniques, the information is "stamped" into the LSB of the pixel values in 
the image. This stamping technique is unlikely to cause visual artifacts in the image. If an 
image is altered, the LSB is most likely to be changed such that the verification will be able to 
determine the modification. However, such LSB manipulation is not secure against malicious 
attacks: it is relatively easy to create a system to change the content of an image without 
changing the LSB of every pixel value, in fact, the whole image can be replaced, but as long as 
the LSB of every pixel is maintained as the original source image, the verification process is not 
able to detect such alterations. Another drawback of many existing techniques is that they are 
not able to determine the regions of modification in the verification process. The verification 
process will only be able to determine if the image is modified or not, but not able to locate 
where the alterations have taken place. Such information may be valuable for better security 
measures". 

the following is not explicitly taught in '224 and '249: 

"and provide the document information; a document format database configured to 
manage information by receiving the document information and providing a document 
format information for embedding a digital watermark in the at least one predetermined 
region of the plurality of regions identified by the document information" however 
Examiner takes official notice that it is well known that all databases manage information in '224 
col. 6, lines 21-25 "the data input provides external data to a controller unit 36. The data input 
44 may be one of numerous devices including ... local database 50, or external database 52 
having a communication channel with control unit 36" these external and internal databases 
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which communicate with the control unit are interpreted to have the same meaning as a 'database 
configured to manage information'; 

"a document format database configured to manage information by receiving the 
document information an providing the document format information for the at least one 
predetermined region of the plurality of regions where the digital watermark is embedded" 
however Examiner takes official notice that it is well known that all databases manage 
information in '224 col. 6, lines 49-56 "Alternatively, the bit map data stored in document 
storage 30 may be maintained in electronic form and placed on a network through local database 
50 which in communication with external database 52 that may be part of a communication 
system" the databases the apparatus communicate with manage information. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of '224 and '249 that explain how watermarks are inserted and extracted 
into an image to include a means to utilize databases to manage placement of watermarks. One 
of ordinary skill in the art would have been motivated to perform such a modification because as 
indicated by c 224 using known techniques data can be embedded into the glyph encoder. 
Furthermore as indicated by '224 (see col. 6, lines 38-42) "The information is then encoded in 
accordance with known techniques including those teaching found in the patents cited and 
incorporated herein, and stored at the appropriate location in the bit map stored in document 
storage" Official notice is taken that these known techniques include a feature that databases 
manage information. 

As to dependent claim 119, "wherein said digital watermark extracting unit of the 
image utilizing apparatus is further configured to authenticate the processed image data in 



Application/Control Number: 09/539,421 Page 13 

Art Unit: 2134 

the at least one predetermined region by using a watermark key including an 
authentication information" is shown in '224 col. 7, line 57 through col. 8, line 14 (note digital 
watermarking is a known technique to verify owner, creator, developer and authorized user is 
interpreted to be equivalent to 'authenticate the processed image data'). 

As to dependent claim 120, "wherein said digital watermark embedding unit of the 
image providing apparatus is further configured to recognize a format of said image data, 
and embed the digital watermark the digital watermarking the at lest one predetermined 
region based on said format, and wherein said digital watermark extracting unit of the 
image utilizing apparatus is further configured to recognize a format of said processed 
image data, and verify whether the processed image data in the at lest one predetermined 
region, in which said digital watermark has been embedded, has been tampered" is shown 
in c 224 col. 8, line 55 through col. 9, line 21. 

8. Claims 38-41, 47, 48, 51, 56, 57, 60, and 63-65, are rejected under 35 U.S.C. 103(a) as 
being unpatentable over '224 in view of '249 in further view of Wong U.S. Patent No. 6,504,941 
(hereinafter J 941). 

As to dependent claim 38, "wherein: said location information for embedding a 
digital watermark includes a location information of a region for displaying a specific 
information necessary for detecting a tamper" is taught in '224 col. 8 lines 60-65 the 
following is not taught in '224 and '249: 

"and said image utilizing apparatus extracts said digital watermark with said 
message digest from said image data based on said location information" however '941 
teaches "extracting at least a predetermined bit from the watermarked image (step 254); 
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calculating a digest of the values using a cryptographic hash function (step 256); combining the 
hashed output with the image block Er" in col. 8, lines 25-29; 

"and generates a corresponding message digest using said specific information in 
said provided image data and detects tampering with said image data by comparing said 
extracted message digest with said corresponding generated message digest" however '941 
teaches "That is, the digest generated from both image blocks must be identical" in col. 9, line 
39-40. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the teachings of '224 that explain how watermarks are inserted and extracted into an 
image to include authentication method. One of ordinary skill in the art would have been 
motivated to perform such a modification because a method is needed to determine if image has 
been modified. As indicated by '941 (see col. 2, lines 34 et seq.) "A method of invisible 
watermarking that can be used both for purposes of ownership verification and authentication, 
that can detect changes in pixel values as well as image size, and that may be used in public key 
or alternatively, secret key watermarking systems is needed". 

As to dependent claim 39, this claim is substantially similar to claim 38 and is rejected 
along similar rationale. 

As to dependent claim 40, "wherein said region for embedding said message digest 
corresponding to said specific information is independent of said region for displaying said 
specific information necessary for detecting said tamper" however '941 teaches "The present 
invention provides an invisible digital watermarking technique that can serve the two purposes of 
ownership verification and authentication, that can detect changes in pixel values as well as 
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image size, and that may be used in public key or alternatively, secret key watermarking systems. 
The present invention includes a watermark insertion procedure used by the image owner and a 
corresponding extraction procedure used by the receiver of the image" in col. 2 lines 21-29. The 
motivation to combine references '224, '249, and '941 is the same as the motivation stated in 
claim 38 above. 

As to dependent claim 41 "wherein: said location information is registered in both 
of said image providing apparatus and said image utilizing apparatus said image providing 
apparatus embeds said digital watermark in said image data based on said registered 
location information; and said image utilizing apparatus extracts said digital watermark 
from said image data based on said registered location information" however '941 teaches 
"For example, the appropriate watermark may be an image transmitted to the receiver at an 
earlier time for watermark comparison purposes. If there is deviation between the two 
watermarks, then the locations of the deviations indicate the regions within the watermarked 
image that have been changed" in col. 8, lines 44-49. The motivation to combine references 
'224, '249, and '941 is the same as the motivation stated in claim 38 above. 

As to dependent claims 47 and 48, these claims contain substantially similar subject 
matter as claims 40 and*41; therefore they are rejected along similar rationale. 

As to dependent claim 51, this claim is substantially similar to claim 38; therefore it is 
rejected along similar rationale. 

As to dependent claims 56 and 57, these claims contain substantially similar subject 
matter as claims 40 and 41; therefore they are rejected along similar rationale. 
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As to dependent claim 60, this claim is substantially similar to claim 38 and is rejected 
along similar rationale. 

As to dependent claim 63 this claim is substantially similar to claim 38 and is rejected 
along similar rationale. 

As to dependent claim 64, "wherein said digital watermark includes a digital 
watermark information that is extractable by using a watermark key" however '941 
teaches "The previously described insertion and extraction methodology may be used for secret 
key where the same secret key is used for both watermark insertion and extraction" in col. 2, 
lines 59-67 

"that includes an authentication information which authenticates said image data 
provided by an valid provider, and said watermark key of said image data, and wherein 
said image utilizing apparatus which extracts said digital watermark information from 
data provided by said image providing apparatus using said watermark key provided by 
said image providing apparatus" however '941 teaches "The present invention provides an 
invisible digital watermarking technique that can serve the two purposes of ownership 
verification and authentication, that can detect" in col. 2, lines 21-38; 

"verifies whether said watermark key has been tampered or not using said 
authentication information in said watermark key, verifies whether said image data has 
been tampered or not using said verified watermark key, and displays said verified image 
data" however '941 teaches "FIG. 1 1 shows a summary of the experimental results 
summarizing the properties of the secret key verification methodology shown in FIGS. 1 A, IB. 
Similarly, FIG. 12 shows a summary of the experimental results summarizing the properties of 
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the public key verification methodology shown in FIGS. 9 A, 9B. Referring to FIGS. 1 1 and 12, 
one way to accomplish ownership verification is to associate a user key with a watermark so 
that the desired watermark can only be extracted from a watermarked image with the 
appropriate user key. If the user performs the watermark extraction procedure using either an 
incorrect key or with an image that was not watermarked, the user obtains an image that 
resembles random noise" in col 12, lines 8-20. The motivation to combine references '224, 
'249, and '941 is the same as the motivation stated in claim 38 above. 

As to dependent claim 65, this claim is substantially similar to claim 64; therefore it is 
rejected along similar rationale. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy as 
set forth in 37 CFR 1. 136(a). A shortened statutory period for reply to this final action is set to 
expire THREE MONTHS from the mailing date of this action. In the event a first reply is filed 
within TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the shortened 
statutory period will expire on the date the advisory action is mailed, and any extension fee 
pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In 
no event, however, will the statutory period for reply expire later than SIX MONTHS from the 
mailing date of this final action. 
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9. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Ellen C Tran whose telephone number is 
(571) 272-3842. The examiner can normally be reached from 8:30 am to 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Jacques H. Louis-Jacques can be reached on (571) 272-6962. The fax phone number 

for the organization where this application or proceeding is assigned is (571) 273-8300. 
Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be 
obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Ellen. Tran 
Patent Examiner 
Technology Center 2134 
22 August 2006 




